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IOT - ENDLESS OPPORTUNITIES 

Gartner forecast on IoT installed base In a recent study of IoT devices 
 

 

Á 70% contained Security exposures 

Á 25% holes or risks of compromising the home 

network, on average, found for each device 

Á 80% did not require passwords of sufficient 

complexity and length 

Á 90% collected at least one piece of personal 

information 

Á 70% allowed an attacker to identify a valid account 

through account enumeration 
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SECURITY THREATS ON INDUSTRIAL IOT 

Malicious computer worm 

(stuxnet) destroys a fifth of 

Iranôs nuclear centrifuges 
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Encrypted malware 

(ransomware) found in 

German nuclear power 

plant 
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Hack attack causes 

massive damage at 

German steel works 
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Cyber attack on US power 

grid causes ñblack outò 
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Canadian biscuit factory 

blackmailed 
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Kansas Heart Hospital 

targeted by ransomware 

hackers   
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ENABLING SECURE SMART SERVICES 

Connect Consume Collect 

Source: www.northrupcorporation.com Source: www.tanddinthedigitalworld.wordpress.com Source: www.artofidentification.com 

Connectivity Identity Security 


