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THE IOT LANDSCAPE 
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WHY WE CARE 

• 93% of adults say that being in control of who can get access to 
their information is important.  

• 90% do not wish to be observed without their approval. 

• 88% say it is important that they not have someone watch or 
listen to them without their permission. 1  

• 47% of respondents pointed to security and privacy as obstacles 
to adopting such technology.   

• 18% quit using IoT devices due to lack of service guarantees. 2  

 1 Pew Research Center, 2015 
2 Accenture Research 1/2016, n = 28,0000 
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CHALLENGES - ECOSYSTEM 

• Highly personal, dynamic, persistent 
collection and transfer of data 

• Combination of devices, apps, 
platforms & services 

• Data flows, touch points  
& disclosures 

• Sustainability  

– Lifecycle Supportability  

– Data retention / ownership 
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CHALLENGE - AMBIENT DATA COLLECTION 

• Growing number of devices & sensors 

• Sharing with unknown/undisclosed third parties 

• May be “benign” today, but harmful tomorrow  
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OVERVIEW – IOT TRUST FRAMEWORK 

• Focused On:  
– Connected Home 

– Wearable Tech 

• Developed a Code of Conduct 
– Foundation for certification 

• 30 Principles Addressing Baseline: 
– Security 

– Privacy  

– Sustainability from purchase to “end-of-life”  

• Info at https://otalliance.org/IoT  

https://otalliance.org/IoT
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FRAMEWORK – 30 BASELINE CRITERIA 

Major Sections Include:  

• Security  

• User Access & Credentials 

• Privacy Transparency & Disclosures 
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