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“Where did IoT come from?
“What will it look like In the future?
*|s the technology ready?

"How to get going, today?
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» MAKE BELIEVE NUCLEAR BLASTS = ARTIFICIAL SKIN COMES ALIVE =

echnologyReview
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OLOGY

g’
P




Another Price Breakthrough from Radio Shack!

FINALLY...A HIGH-PERFORMANCE
1200-BAUD MODEM FOR UNDER *300

Sirets monay on long-distance
lelephone servioe and on nfommas-
100 netwdrk connact tims with ow
high-periormance DC-2212 Modem

Superior Performance for
Less than Lesser Modems
You can ind other modems with
only 50ma of the sama leatres as
the DC.2212 saling elsowhore for
$500, $600 and mora. But why pay
that much? The DC- 2212 (26-1176)
5 s $359.95 and nchudes the
features you Nead 10 Save Sma
and money And the DC-2212 15
compadble with any pesoral com-
puter equippad with an RS.232C

COMMUCABONS iMeriace (el pdd
appropnale software and cable)

Advanced Features for
Convenient, High-Speed
Data Communications

The DC-2212 is easy %0 use and
wik auomatically dal or answer
Melaphons calls, MoV and rans-
mil data and then hang up. Just
connact the DC-2212 % & modular
Selephone jack for mene-crven, Bel
212Acompaiblo asynchronous of
myrchionous opeegion, The
DC-2212 automatcally selects 300
or 1200 baud cperabon %0 match in-
comng cats and kts you download

al 1200 baud %0 save time and
money The DC-2212 is fulty com-
patbile with Xanix systems and is
perfoct for use with any of our
Videotex eacommunications
softwire packages.

See It Today

Siep up 10 high-speed data com-
munications with the DC.2212.
o avee TIOR
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$400 USD

1200 bits per second
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'.“-31 “U 1 ,z
. -'Amblent Computing

_ «Nano-Connectivity

=Ubiquitous Wireless - |

-“Freg:’ Smart Products ‘

=Connected by default .




*What will 2045 Laugh At?
. =Lack of Standards?

*Business Models?

=Connected Toothbrushes?

" Hesitance
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How do: | design
an loT solution?
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PLACE YOUR BETS

ToRTOISE :
1,000100 -1
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HOW TO THINK ABOUT AN 10T SOLUTION e\

#LIVEWORX 18




PTC
The Model LiveWorx-

~What do | want to learn?
What do | want to do?
What's my thing's API?



PTC

Connected Tractor / Farm LiveWorx-
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How to optlmlze malntenance
Fuel efficiency
Manage farm with less overhead
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LiveWorx"

Tractor Modeling

* Properties

Liallgle

4% | &l ConnectedTractor.Tractor % | Demolaunch ¥

A PTE Buslness

'I:!' ConnectedIractor. Iractor

Cancel Edit

ENTITY INFORMATION [EH Prﬁpertles ? == Add My Property & Edit &K Delete ]

@ General Information

™ My Properties

& Services —|  Edit Name Type Alert
% Events 1 .= -1 SerialNumber Bl
| Subscriptions _ /9 . = ModelNumber 0 Ale
PERMISSIONS — /9 s | Factory 0 Ale

; :s:z ::: Instance : '/9 | # OriginalPrice e
g Design Time 1/ o -1-Engine oA

¢, Design Time Instance o _/’ .— # FuelCapacity 0 Ale
g5 Run Time - _/9 = # WheelBase 0 Ale

g RBun Time Instance 7 & # Weight 0 Ale
CHANGE HISTORY _ 5 . "

45 Change History | = | & FdmiloCapeclly o

| & o -7 HydraulicType 0 Ale

21



The Apps

Business Loglc h nalytlcs
Other Systems
User Experience and ldentity



PTC
LiveWorx"

Create the Digital Twin

Tractor
=B

-—
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Security and Identity

PTC
LiveWorx"
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ThingWorx Example

Thing

A PTC Business

Type to search system

/j_'\ 0 ConnectedTractor.Tractor k=l % ] Demolaunch %

'!;' ConnectedTractor. Tractor 2 Cancel Edit

ENTITY INFORMATION
@ General Information

|£H Properties

u. GetMaintenanceBlogEntries al (JavaScript)

Events
' Subscriptions
PERMISSIONS

Q Visibility Instance

bility

& Design Time

qu, Design Time Instance
E= Run Time

¢& Run Time Instance
CHANGE HISTORY

45 Change History
DEPENDENCIES

“I3 Entity Depends On

°1g Uses This Entity

>4 Services 2 o Add My Service 9 Delete

¥ My Services

Service Type

GetMaintenanceBlogEntries ' Lecal UavaScript) ~

Service Info | Inputs/Outputs | Snippets Me Entities

Inputs == Add

Name Actions
. =T Search _/’ b4 n
w— -T- Blog _/’ X B
w— # MaxBlogEntries _/) xB

Outputs 2
Name | ? result

Description | 2

L[] Duplicate

== New Entity & Import/|

= Blog | # MaxBlogEntries

7 war bleg = Blog;
if{Blog == undefined)
bleg = "ConnectedTractor.MaintenanceMonitor™;

/ result: INFOTABLE datashape: Blogentry
var blegEntries = Things[blog].SearchBlogEntries(params);

var params = {
datashapename: "BlogEntrywithavatar” /% STRING
infoTableName: "BleogEntryWithavatar" /% STRI

173

result: INFOTABLE
var BlogeEntryuithavatar = Resources["InfoTableFunctions"].cCreateInfoTablerrompatashape(params);

for each (var row in blogEntries.rows){

PTC
LiveWorx"

== Monitoring O Help

& More v

Output

B result

B Fullscreen

25



Unlocking the Value in the Internet of Things

-

Sty

£ brand | Quantty | DusDate | RocowocDate | ProdctSKU | BranchiD | Status |Beanchtiame | Accountid | LotGode | Orderiumber | Price | Accountiame| Producthiame

T —

AcmeFo... X

Caoe %

2016 2020 2045
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PTC

Rapid Application Development

LiveWorx-

.
Thlng Type to searc =1 New Entity & Import/Ex == Monitoring O Help JoeB
A PTC Business
/_f._)\ || TrackTrace Plant ¥
L]
TrackTrace.Plant 7 Design Info View Mashu Cancel Edit £ More =
- =n - 9 U
Mashups || Workspace &8 | | : | | OF | | o L |7l | | Preview | Available Space ¥ Default Language I Data Session User ¢+
A v| B i R TV b S NS S C I s
Category | Al 4 = . A . . Expi le] EntityName
» _
GetProperties
x L o ft T ue Efficiency + et Efficiency  rst Pass Yielc +
Mexico  [Mexico > > > TogglePlayButton
Cubs Puerta GetPlantManagerDetails
= Blog & - Bleg
Cuatermaly Canbbean GetNextSpotLightProductionLine
1 Button Sea
- GetEfficiencyMumbers
Carouse L) Plan S
¥ @ Plant Address lant Manager ‘ . ‘ ‘ I = DynamicThingTemplates_AcmeTractor... =
B4 Checkbox . e
a 4362 Mainland Bivd, PN L Gauge Gauge Gauge Gauge = [E] EntityName
Contained Mashup o Cincinatti, OH 38921 EL5 GetProperties
HE#
[EzH D3Network @ GetUtilizationTimeStream

| D3Tree

#& Dashboard

—r 1d mashup-root
- Type Mashup
-T- DisplayMame Mashup

=T~ Description

Value

Spotlight Line: =22

Shift Progress: 0

L.~/ Send a Message

MNexefresh Now

Expression: Invisible at

— ”

Time Series Chart

Current Shift: ==#

Things_AcmeTractor AcmeTractor

GetAreasFromNetwork

GetAreasFromNetworkBlank

Name Value

[=] Master AcmeTractor.M... | %
% Style VAVAVdVdE B DynamicThingTemplates AcmeTr... AutoRefresh B DynamicThingTemplates AcmeTr...
T simsgeRepest  [NoRepsst ¥  Tosgeriaputon T T — %5 Getpoperes
-T- BGImageSize Auto A
All Data ¥ Loaded
=H ShowDataloading td E DynamicThingTemplates AcmeTr...
- e
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The Device Cloud

.....
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Edgé Architecture
The Network
Cloud Services



ThingWerx

KEY TERMS ON THE EDGE

29



SENSOR PTC

LiveWorx"

* Anything that can “read” or “report” on
the real-world status of the product or
local environment

— Temperature sensors and light sensors
— GPS receivers

— Vehicle on-board diagnostics (OBD)

— Files

— Stuff specific to the product

« Hardwired, plugged in, built-in, over BLE or
Zigbee, or carrier pigeon delivered

30



ACTUATORS RIC

LiveWorx"

Anything that can affect the product
or environment

Lights

Valves

Motors

& Command
— “Soft” Actions

— File Distribution
— Firmware Updates

31



SHORT VS. LONG-HAUL COMMUNICATION

e Communication over short distances

* Things that are proximate
« Ethernet
» Serial / Modbus ((( ¢ )))
* Bluetooth
« Zigbee/ZWave
=

.+ MQTT

« J19 bus, CAN bus, OBD

« OPC

- DDS

PTC

LiveWorx"

Communicating over long distances

Transports
—  WiFi or Wired Ethernet
— LoRa/Sub 1Ghz
— Cellular
— Satellite

Networking Protocols
— TCP
— UDP
— SMS
— HTTP
— COAP

Messaging Protocols
— AlwaysOn
—  OMA LWM2M




» ALLSEEN
» ALLIANCE

AT

. . ® OPEN
1 E T F ) »® INTERCONNECT

CONSORTIUH

\/

XMPP

~. industrial intemet®
CONSQRTIUM

For a Connected World .
Homekit




ABSTRACT IOT THING ANATOMY PTC

LiveWorx"

Long-Haul Comm _ WiFi, Cellular, Sub 1Ghz

What to send, when to
send, respond to cloud
based commands and

updates
Low level short haul

communication,

Controller _
actuation safeguards

&

Sensing and Actuation —

40



EMBEDDED EXAMPLE WITH WIFI PTC’

LiveWorx"

Vend Count

= Microcontroller/SOC (ARM, x86)

= WiFi Module (Broadcomm, Marvell)
=Embedded RTOS/No-0OS/Skinny Linux
=" ThingWorx AlwaysOn SDK

MDB/DEX

41



GATEWAY EXAMPLE WITH CELLULAR PTC

LiveWorx"

A

" Gateway, Mhz++, RAM++, Flash++
Cellular = Cellular Module
= Linux, Windows

=" ThingWorx Edge Micro Server

42



What About the Cloud PTC

LiveWorx"




ThingWerx

Serial #
MEID
uuiD?

IDENTIFY

YOURSELF




W About

What |s Twitter Company Press Investor relations Blogs

Executive team

Our mission: To give everyone the pow
information instantly, without barriers.

Milestones

Open Source

Twitter usage

271 million monthly active users
500 million Tweets are sent per day
- 78% of Twitteracti 5TS are on mobile
- T1% of accounts are outside the U.S.

- Twitter supports 35+ languages

 Vine: More than 40 million users






loT Device: updati




387,142 == All of Twitter
2 Customers == Twitter * 10



Tale of Two Devices RTC e

_ Coffee Pot Industrial Robot

Connectivity Home WiFi Sub ghz private network

Physical Security None Lockbox

Transport Encryption None TLS 1.2
Device Authentication Serial number serial + x.509 certificate

Message integrity MD5 SHA-2 (256)

OS Windows 95 Wind River Linux
Secure boot? No Yes

49



Tale of Two Devices RTC e

. |coffeePot  lindustrial Robot
Connectivity Home WiFi Sub ghz private network

None Lockbox

None TLS 1.2

Device Authentication Serial number serial + x.509 certificate

MD5 SHA-2 (256)

Windows 95 Wind River Linux

No Yes

Yes No

50



ThingWerx

THE
NETWORK IS

UNRELIABLE



BLUE MOON

STOP!
Actuate!
Update!

Data Normalization Protocol Translation

Cloud <-> Device Connectivity

Cloud Communication
Client




000 011100110, | ThingWerx
010 0000001110100Q 9,

010 001101
0011001 0100:)111?‘9‘:00101?\2°11ﬁ

IOT DATA o100 :

111104\
o1 00 19
0004000110100

Fallacies

Data Storage and Management 00

Data Normalization

© Its Big » Consistency
It's Fast

* It's Mostly
Useless

It's Time-Series

It's Unstructured

It's Write-heavy

53



Fog Computing Topology

Regional

ChingWerx 1

)

/

r______
i;yu"\

Corporate
Wired/Wireless
Network

Local
Wired/Wireless
Network

_____ ve

{ ThingWerx |
//A\\

= 3
=

PTC
LiveWorx"

Orchestration
Through the Fog to
the Cloud

54



PLACE YOUR BETS
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Our Customers

PTC
LiveWorx"

. y | : Abbott .
s 3 E WA e FARM . ™ . i N o "
€ Carillion m Lk 10 Apve OnFaRy 3’( ! L_-.::hﬁlL- . oY a TRICO b 44 talaris ) FILIIFILM
ACCDUATY  punmes 1 Eqene
iy m——_] \
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http://www.obrum.gliwice.pl/main.html
http://www.gerberscientific.com/
http://www.talaris.com/

ThingWerx

APFTC Basifess

Customer Apps

T H E -AEP Tools -Analytics
THINGWORX i
STACK

‘ ThingWorx ‘ laaS ‘ Other
Device Cloud Device Cloud Device Cloud
Edge Micro AlwaysOn 3rd Party
Server SDK Connedctivity Libs

EDGE
ANALYTICS

KepWare







A PTC Business

=1985 - still getting PCs to talk
=2045 says “Get to work!”
. "2016 Is the time to act!

*Model, Apps, Connectivity

- RN



OREILLY

Foundational
Elements of
an lol Solution

The Edge, The Cloud, and
Application Development

h

P -

c
L
X

Joe Biron &
Jonathan Follett

https://www.thingworx.com/resources/wp_oreilly foundational-elements-loT/



BONUS TOPIC - BE LIKE JAMIE FROM MYTHBUSTERS B/

* How to use loT Tools in a non-standard way

#LIVEWORX 64
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