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Where did IoT come from? 

What will it look like in the future? 

Is the technology ready? 

How to get going, today? 

1985  2016  2045 
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Act I - 1985 





 

 1985 

 1200 bits per second 

 $400 USD  

 TTY 

 Kermit 

 BBS 
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Ambient Computing 

Nano-Connectivity 

Ubiquitous Wireless 

“Free” Smart Products 

Connected by default 
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What will 2045 Laugh At? 

Lack of Standards? 

Business Models? 

Connected Toothbrushes? 

Hesitance 
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Act I - 1985 

How do I start? 



How do I design 

an IoT solution? 
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Connectivity  

HOW TO THINK ABOUT AN IOT SOLUTION 

Model 

The 

Apps 
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The Model 

Services 

Properties 

Events What do I want to learn? 

What do I want to do? 

What’s my thing’s API? 
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Connected Tractor / Farm 

How to optimize maintenance 

Fuel efficiency 

Manage farm with less overhead 
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 • Properties 
– Fuel Capacity and Usage 
– Engine Temperature 
– Ground Temperature 
– Location [lat,lng] 
– Engine Run Time 
– Last Oil Change 
– Oil level 
– Fuel level 
– Engine RPM 

• Services 
– Get Diagnostics 
– Get Maintenance Entries 
– Remote Kill 

• Events 
– 1,000 hour maintenance alert 
– Oil Pressure Alert 
– Fault Codes 

Tractor Modeling 
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The Apps 

Business Logic and Analytics 

Other Systems 

User Experience and Identity 
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Analytics 

Create the Digital Twin 

Tractor 

ERP 
CRM 
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Security and Identity 
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ThingWorx Example 
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Unlocking the Value in the Internet of Things 

1B 

2016 

50B 

2020 

5M Apps 

1 Trillion 

2045 

500M Apps 
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Rapid Application Development 
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The Device Cloud 

Edge Architecture 

The Network 

Cloud Services 
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KEY TERMS ON THE EDGE 
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SENSOR 

• Anything that can “read” or “report” on  

the real-world status of the product or  

local environment 
– Temperature sensors and light sensors 

– GPS receivers 

– Vehicle on-board diagnostics (OBD) 

– Files 

– Stuff specific to the product 

• Hardwired, plugged in, built-in, over BLE or 

Zigbee, or carrier pigeon delivered  
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ACTUATORS 

Anything that can affect the product  

or environment 

• Lights 

• Valves 

• Motors 

 

• & Command 
– “Soft” Actions 

– File Distribution 

– Firmware Updates 
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Long Haul (northbound) Short Haul (southbound) 

• Communication over short distances 

• Things that are proximate 

• Ethernet 

• Serial / Modbus 

• Bluetooth 

• Zigbee/ZWave 

• MQTT 

• J19 bus, CAN bus, OBD 

• OPC 

• DDS 

• Communicating over long distances 

• Transports 
– WiFi or Wired Ethernet 

– LoRa / Sub 1Ghz 

– Cellular 

– Satellite 

• Networking Protocols 
– TCP 

– UDP 

– SMS 

– HTTP 

– COAP 

• Messaging Protocols 
– AlwaysOn 

– OMA LWM2M 

SHORT VS. LONG-HAUL COMMUNICATION 



C oA P  
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Thing 

ABSTRACT IOT THING ANATOMY 

Agent 

Controller 

Long-Haul Comm WiFi, Cellular, Sub 1Ghz 

Low level short haul 

communication, 

actuation safeguards 

What to send, when to 

send, respond to cloud 

based commands and 

updates 

Sensing and Actuation 
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EMBEDDED EXAMPLE WITH WIFI 

Asset MDB/DEX 

Microcontroller/SOC (ARM, x86) 

WiFi Module (Broadcomm, Marvell) 

Embedded RTOS/No-OS/Skinny Linux 

ThingWorx AlwaysOn SDK 
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GATEWAY EXAMPLE WITH CELLULAR 

Agent 

Asset MDB Asset MDB 

Cellular 

Gateway, Mhz++, RAM++, Flash++ 

Cellular Module 

Linux, Windows 

ThingWorx Edge Micro Server 
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What About the Cloud 
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IDENTIFY 
YOURSELF 

Serial # 
MEID 
UUID? 

Token, user/pass, 
X.509? 

Cloud <-> Device Connectivity 

Cloud Communication 

Client 







IoT Device: updating status every 1 minute 



700:1 

387,142 == All of Twitter 

2 Customers == Twitter * 10 



49 

Coffee Pot Industrial Robot 

Connectivity Home WiFi Sub ghz private network 

Physical Security None Lockbox 

Transport Encryption None TLS 1.2 

Device Authentication Serial number serial + x.509 certificate 

Message integrity MD5 SHA-2 (256) 

OS Windows 95 Wind River Linux 

Secure boot? No Yes 

Tale of Two Devices 
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Coffee Pot Industrial Robot 

Connectivity Home WiFi Sub ghz private network 

Physical Security None Lockbox 

Transport Encryption None TLS 1.2 

Device Authentication Serial number serial + x.509 certificate 

Message integrity MD5 SHA-2 (256) 

OS Windows 95 Wind River Linux 

Secure boot? No Yes 

Remote Update Capable? Yes No 

Tale of Two Devices 
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THE 
NETWORK IS 
UNRELIABLE 
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BLUE MOON 

Data Normalization Protocol Translation 

Device Ingress Device Egress 

Cloud <-> Device Connectivity 

Cloud Communication 

Client 

STOP! 
Actuate! 
Update! 
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Fallacies 

• Consistency 

• It’s Mostly 

Useless 

 

IOT DATA 

Data Normalization Protocol Translation 

Device Ingress Device Egress 

Cloud <-> Device Connectivity 

Cloud Communication 

Client 

Data Storage and Management 

• It’s Big 

• It’s Fast 

• It’s Time-Series 

• It’s Unstructured 

• It’s Write-heavy 
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Fog Computing Topology 

Regional 

Local 

Wired/Wireless  

Network 

Corporate 

Wired/Wireless  

Network 

Orchestration 

Through the Fog to 

the Cloud 
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Our Customers 

AgXchange 

Q4’15 

Adoption 

0 

400 

Q2’14 

C
u
s
to

m
e
rs

 

http://www.obrum.gliwice.pl/main.html
http://www.gerberscientific.com/
http://www.talaris.com/
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THE 
THINGWORX 
STACK 

Customer Apps 

AEP Tools 

Edge Micro 

Server 

AlwaysOn 

SDK 

 

 

Thing 

Model 

API 

Vuforia Suite 

Identity 

Managemen

t 

IoT Management 

Utilities 

ThingWorx  

Device Cloud 

IaaS 

Device Cloud 

Other 

Device Cloud 

3rd Party 

Connectivity Libs 

Analytics 

EDGE 

ANALYTICS 
KepWare 



 

I hope that clears 

things up. 

 

 



1985 – still getting PCs to talk 

2045 says “Get to work!” 

2016 is the time to act! 

Model, Apps, Connectivity 



https://www.thingworx.com/resources/wp_oreilly_foundational-elements-IoT/ 
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BONUS TOPIC – BE LIKE JAMIE FROM MYTHBUSTERS 

• How to use IoT Tools in a non-standard way 



liveworx.com 


