Thingworx SSO Configuration with Okta as IDP

Requirement:

Service Provider Thingworx 9.3.12
Central Auth Server | Ping Federate 11.1
Identity Provider Okta

Resource Provider Windchill 12.1

Checklist for the overall configuration

1. Refer Software Matrix

2. Refer Release advisor

3. Refer Prerequisites

4. Create Keystore for Thingworx (should contain pingfed_signing_certificate and Thingworx SSL
certificate)

5. Create Database for Thingworx

6. Install Java

7. Install Thingworx Platform Refer

8

9

Configure License
. Create Keystore for thingworx Navigate

10. Create Truststore for Thingworx Navigate

11. Install thingworx Navigate

12. Configure custom app for Thingworx in Okta

13. Install Pingfederate

14. Configure Pingfederate License

15. Configure SSL certificate

16. Import chain of certificates separately in Trust CAs (end cert, intermediate and root)

17. Update BaseURL and SP Entity ID (this can be anything, just a unique id to refer in okta
configuration) Refer

18. Download Automation script from PTC software download page

19. Update the user.properties file as per the requirement

20. Place navigate SSL cert, ping federate Root CA cert alone, okta certificate in input folder of
automation script

21. Install Git bash for windows

22. Run the automation script

23. The automation script creates four files

24. Place the server certificate in Java keystore

25. Place the signing certificate in thingworx keystore and okta application configuration

26. Point out idp_metadata file while configuring thingworx navigate

27. Refer sp_metadata.xml file and configure okta

28. Update securityContext.xconf file and web.xml file and do windchill configurations for sso

29. Run xconfmanager and restart apache and windchill

30. Configure Thingworx navigate



https://www.ptc.com/en/support/article/CS335453?source=search
https://release-advisor.ptc.com/releaseMatrix?releaseId=1694
https://support.ptc.com/help/thingworx/navigate/r9.3/en/index.html#page/ThingWorx_Navigate/Installation_and_Configuration/Prerequisites.html#wwID0EONCI
https://support.ptc.com/help/thingworx/platform/r9/en/index.html#page/ThingWorx/Help/Installation/thingworxfoundationinstallerforwindows.html#
https://support.ptc.com/help/identity_and_access_management/en/#page/iam/InstallPingFederate.html#wwID0EGDBI
https://support.ptc.com/help/identity_and_access_management/en/#page/iam/AutomatedPingFederateConfiguration.html#
https://support.ptc.com/help/thingworx/navigate/r9.3/en/index.html#page/ThingWorx_Navigate/Installation_and_Configuration/Set_up_Single_Sign-on.html#

31. Add a user in to administrator group

32. Add other users to appropriate license group

33. Validate services in ptc-windchill-integration-connector and ptc-windchill-Odata-connector

34. Launch thingworx navigate from admin user account and configure the task collections as per
your requirement

35. Troubleshoot for issues

36. Enable/Disable SSO by updating "EnableSSO" property in to true/false in platform-settings.json

file and restart services

Configure custom app for Thingworx in Okta
Create SAML 2.0 custom application

Single sign-on URL: https://<pingfederate host name>:9031/sp/ACS.sam|2
(This value is identified from pingfed_sp_metadata.xml file)
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You must create a unique identifier for your server for use with your federation partners. You will need to communicate this with your partners out-of-band or through metadata e»
LD system ID. The SAML 1.x Source ID defaults to the SHA-1 hash of the SAML 1.x Issuer. Enter an alternate Source ID value if desired.
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Extended Properties
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Log Settings
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Default Relaystate : http://<Thingworx host
name>:8443/Thingworx/Runtime/index.html?mashup=LandingPageAccessAppMashup

Attribute statements (optional)

Name email Name format | Basic Value user.email

"email" is the attribute name that will be passed by the IDP to the CAS server. This attribute should me
added in user.properties file and mentioned while configuring thingworx navigate. We can add any
attribute as per our requirement


https://support.ptc.com/help/thingworx/navigate/r9.3/en/index.html#page/ThingWorx_Navigate/Installation_and_Configuration/Validate_Connection.html#

Okta custom app configuration page:

A SAML Settings

General

Single sign-on URL @

https:// =:9031/sp,

-

Use this for Recipient URL and Destination URL

Audience URI (SP Entity ID) @ thingworx_sso

Default RelayState @ http://w o :8443/Thil

If no value is set, a blank RelayState is sent

Attribute Statements (optional) LEARN MORE
Name Name format Value
(optional)
uid Basic v user.email v
email Basic v user.email v

Add Another %

Thingworx navigate configuration page

LB

ingWorx Navigate Confi ion = x

Basic Settings for Identity Provider and Service Provider @ pTC

IDP metadata file (*.xml file) [D:\MED-61325-CD-093_L009_Automated-PIN| [ E

You can obtain the IDP metadata file from your CAS

SAML Assetion UseiName AttibuteName _[eml |

Enter your ThingWorx Service Provider connection information here

Metadata Entity ID [Twx_sp |

i

This is the unique ID that you provided when configuring the Service P connection in your CAS.

PTC Identity and Access Management Help Center




Import pingfed signing certificate (created by pingfed automation script) in okta

[—— : » This PC » Windchill & Navigate Application (D) » MI
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Signature Cerlificate @ Brawse files.. | ‘_ﬁ »*

User.properties file (In pingfed automation script)
##IDP CONNECTIONS — GENERIC SAML
create idp samlZ? connection entityId='http://www.okta.com/

create idp saml2 connection baseUrl='https://« .oktapreview.com'
create idp saml2 connection input sign verif cert='okta.crt'
create idp saml? connection assertion consumer service url='/app/ _ Jex

create idp saml2 attr uid='uid’
create idp saml2 attr group='group'
|createﬁidpfsalefattrﬁemail='email' |

Configure SSL certificate in pingfederate
SSL certificate should be in PKCS12 format

elejanpéisenerCerts o 0 03 wogs

AUTHENTICATION L2

SSL Server Certiicates
Estblsh and i the SSL oerfcates your senver presents o incoming S comnections

SERIAL SUBJECTON EXPIRES RUNTINE ADHIN CONSOLE ACTION

(Defaul (D]

FiiDec 020027:22U7C 2033
Sahis: Vald

Creaie New Impert

AUTHENTICATION APPLICATIONS SECURITY

Trusted CAs
Here you can import CA or sell-signed server certificates into this server's giobal trust fist. This extends the trust anchors beyond the ones included in your local Java environment

SERIAL SUBJECTDN EXPIRES

2 ATACAFBSAC BA-CIEE 0224 FriApr 18 23:59:50 UTC 2024
s & A = Status: Valid

Fri Jan 15 12:00:00 UTC 2038
Status: Valid




Update BaseURL and SP Entity ID (this can be anything, just a unique id
to refer in okta configuration)

Protocol Settings
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TE Administrative

= You must create a unique identifier for your server for use with your federation partners. You will need to communicate this with your partners out-of-band or through metadata e
system ID. The SAML 1.x Source ID defaults to the SHA-1 hash of the SAML 1.x Issuer. Enter an alternate Source ID value if desired.
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Extended Properties

SAML 1.X SOURCE ID
Log Settings
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Update the user.properties file as per the requirement
Refer this PTC Case: https://www.ptc.com/en/support/article/CS335189
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Place certificates in the input folder of automation script

& Copy
N
153
http://www.okta.com/e "
E Copy
E2 Copy

" 5> This PC »> Windchill & MNavigate Application {(D:) >lMED—61325—CD—093_L009_Automated—PING—Federate—Conﬁguration > sso-config-pingfed > input[

~
Name Date modified

35
L ;‘ navigate_signing 11/20/2023 10:13 ..
L& okta 12/1/2023 10:41 PM

L #|pingfed Root certificate of SSL certifivates ¢hain

Type Size

Security Certificate 3 KB
Security Certificate 2KB
Securfry Certificate 2KB

%oy


https://www.ptc.com/en/support/article/CS335189

Run the automation script
Successful script run looks like this

MINGW64:/d/MED-61325-CD-093_L009_Automated-PING-Federate-Configuration/sso-config-pingfed - (=] =

gF ede
nal
nal

:  gsi1s
R CERTIFI

output

1/MED-¢€

The automation script creates four files in output folder

» This PC > Windchill & Navigate Application (D:) » MED-61325-CD-093_L009_Automated-PING-Federate-Configuration » sso-config-pingfed » output

~

Mame Date modified ype Size

| pingfed_idp_metadata XML Document 3 KB

:,‘ pingfed_signing_certificate Security Certificate

| pingfed_sp_metadata XML Document 6 KB

:,‘ pingfed_ssl_server_certificate Security Certificate 3 KB

Update securityContext.xconf file and web.xml file

SecurityContext.xconf

<Property default="/ocauth/**" name="com.ptc.eauth.identity.cauth2.rs"/>

m: 9031 /as/intr
Servic

pect . cauth?
TokenEndpointUrl"/>

//windchill-dev. NG
security.ocauth2.provider.token.Rem

<Property default

name

<l--# Client ID reguired to authorize access to token validation/introspection endpoint.-->
<Property default="wnc-rp-client" e="org.springframework.security.oauth2.provider.token.RemoteTokenServices.clientId"/>
[ OAuth client name mentioned in user.properties file for pingfederate configuration |

TokenServices.clientSecre

n validation/intros
ecurit

~tion endpoint

<!--§ Client secret required to authorize access to tok
<Property default="changeit" name="org.springframewor!}
windchill scope pwd mentioned in user.properties file
#SCOPE can be WINDCHILL- allow user to access Windchill services—-—:
<Property default="WINDCHILL" name="com.ptc.eauth.identitv.osuth2.r=.1
windchill scope name mentioned user.oroperties file |

copes./**"/>

Web.xml file

Refer:

https://support.ptc.com/help/windchill/wc110 hc/whc en/#page/Windchill Help Center%2FWCAdvDe
pAuth ConfigAltAuth RegisterScope.html|%23



https://support.ptc.com/help/windchill/wc110_hc/whc_en/#page/Windchill_Help_Center%2FWCAdvDepAuth_ConfigAltAuth_RegisterScope.html%23
https://support.ptc.com/help/windchill/wc110_hc/whc_en/#page/Windchill_Help_Center%2FWCAdvDepAuth_ConfigAltAuth_RegisterScope.html%23

